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Abstract

Technological progress has led to the consolidation of information systems into
everyone's daily activities. Computerized systems are improving the lifestyle by
simplifying the execution of activities in all aspects.

This technological change can also be seen in the restaurant industry through
computerized ordering, bookings or payment methods.

In the effort to enhance and optimize the ordering, payment and restaurant’s
management process used in this industry, Click & Eat application was developed to
allow customers to order and pay while at the table, easier, faster and safer using their
own devices without waiting for a waiter and with less human interaction required in
these times of pandemic.

This application will allow restaurants to expand the scope of operation by reducing the
labor costs involved. The staff will only be in charge of delivering the orders to the
tables and offering great hospitality.

This document describes the design elements of the Click & Eat application and
includes diagrams of the systems architecture, design of the screens, class diagram for
the functionality of the application, database schema and sequence diagrams showing
the object interactions arranged in time sequence.
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1. Introduction

Customers and restaurateurs alike are benefiting greatly from the use of technology in
the restaurant industry.

Automatization of the ordering and payment process provides immense savings in
terms of time and effort for both the customers and the businesses.

The presence of these types of applications has become such a great complement to
the restaurants and helps to boost their profits and sales.

Click & Eat is a web application developed for the restaurant industry that significantly
simplifies the ordering and payment of meals for both customers and the restaurant.

The Click & Eat application varies from a Just Eat form of application since this would
be used for customers to order and pay for their meals while having their meal in the
restaurant and not for take away purposes.

This project aims to provide a web application that offers customers a safer dinner
experience with less interaction with the restaurant's staff, given the COVID19
constraints and social distance.

The customer will be able to browse the menu, place their order and pay for their meal
using their device.

Using this application, the restaurant will increase the turnover times of the tables and
reduce the staff costs and allow the waiters more time for providing great hospitality.

The document includes the architecture and the user interface of the application. The
database architecture of the application will also be shown in this paper, explaining
how the data will be processed and accessed.



2. Application Architecture

The structure of Click & Eat application can be divided into two main logical
components:

e The Customer Component which provides the functionality for customers to
place their order, pay for their order, create an account and send feedback.

e The Restaurant Component which implements the CRUD menu, CRUD account,
view customer's orders, view customer's feedback, view customer, accessible
to the administrator and also the login for both the administrator and the waiter

2.1 Front-End, Back-End, Database Architecture

Building the Click & Eat application to be supported by a back-end SQL server
database, three moving parts will be used: Front-End, Web API| Back-End and the
Database.

e Front-End is the load delivered to the browser using ReactJS rendered on the
Index html page that allows the web browser to make calls to the web APIs. The
Front-End does not communicate directly with the database as this will amount
to substantial security issues

e The Web API is the Back-End that resides on the web server and can be queried
in real time. This was created using C# and Asp Net Core framework

e SQL (Structured Query Language) is used to communicate to the SQL server in
the data layer. This part addresses the data that the web application would
access

All the requests from the Customer, Waiter and Administrator will be made using
computer devices to the web server and all the data that needs to be saved or fetched
from the requests and responses will be stored into the SQL Database as shown in
Figure 1 below.
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Figure 1- Application Architecture
Source: Ana Griga, 2020

11



2.2 ReactJds, Web Api, Database Architecture

The Ul of Click & Eat was developed as a single page application using ReactJs library.

ReactdS aided in developing the application through the reusability of its component

system.

As a single page does not incorporate page refreshes, an Api server was needed to be
developed, that could be queried in real time. This was created using C# and Asp Net

Core framework.

To store the data, the API server uses an SQL database.

React]S

Component j

Component ]

request

response

Asp Net Core

Controller j

Controller ]

iy
_

Database

Figure 2- Application Architecture ReactJs, Web API, Sgl Database
Source: Ana Griga, 2021

12



2.3 The Web API with Swagger

The APIls developed for this application were documented using Swagger which is a

language-agnostic specification tool. The web Swagger Ul looks like this:

Click & Eat AP1®?

swagoer/vi/swaggerjson

Api for test purpose

EEC=EX. DLl Click & Eat API V1 ~

Authentication hd
/api/Authentication/register/user ]
/api/Authentication/register/uaiter ]
/api/Authentication/login 8
/api/Authentication/register/admin ]

= /api/Authentication/users ]

£ /api/Authentication/users/waiters ]

‘m /api/Authentication/user/{username} a
Braintree v
E /api/Braintree ]
/2pi/Braintree ]
ltemReviews 7
S0 /=2pi/TtemReviews ]
/api/ItemReviews ™

=1 | /api/ItemReviews/MenuItem/{menultemId} ]

GE /api/TtemReviews/{id} ]
/api/TtemReviews/{id} ]

]

‘ DELETE /api/ItemReviews/{id}
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Figure 3 - Swagger Web APl documentation
Source: Ana Griga, 2020
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3. Design Pattern

The Click & Eat application is designed to be available over the Internet and supports
access from multiple users. The client-server architecture, as shown in Figure 4, is
therefore the most suitable and appropriate architecture for this application.

This architecture consists of the server-side that hosts business logic and processing
and the client-side that accesses and communicates with the server.

':FE" % il
b o _
“ing p, AN

Model View
£ q
Ko %&m» h Sc nﬂ._gﬂ
-I'.l'lr||E e "\.‘\-"- W
2

Server Side Controller

ca(ll

Client Side Desktop  onie

Figure 4 - Design Pattern
Source: Ana Griga, 2020

This application adapts the design pattern of the model-view-controller (MVC) by
splitting the code into three main parts. One component is called the controller that
governs the interaction between the application and the client. The client invokes the
controller by submitting HTTP requests for specific activities to be performed.

15



The controller is a series of C# files that contain the applications logic. The controller
sends execution parameters such as SQL queries to the model part of the system,
which is the database that contains all the applications data.

The application uses ReactJS for the Front-End and this is designed as the View layer
in the MVC framework and works well with the other services.

Before passing to the view part of the application responsible for creating user
interfaces, the resulting data is sent back to the controller.

The information from the resulting data is shown. Then, the controller sends back the
result of the operation performed as an HTTP response to the client.
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4. UI/UX Design

Click & Eat application consists of two main components, one for the Restaurant,
which is split into a module for the administrator and one module for the waiter and the
customer component, as mentioned above in the document. The screen will be
presented per user, and some of the screens will be used for both the waiter and the
administrator. Since the customer module will be accessed on a mobile phone, the
customer's screens will be presented as mobile devices.

4.1 Login Screen

All the users, except for the customer who has the login optional, will log in with the
use of the following screen:

4 N

' ™y
Username

. A

' N
Password

. A

' N

Login

Figure 5 - Login Screen
Source: Ana Griga, 2021
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4.2 Administrator / Waiter Home Screen

The first page on the navigation bar for the administrator and the waiter will be the
Home page, where they can see all the menu items containing the name, the price, the
information of the item in the form of an info icon as seen on the screen below. On the
menu items, they can also see all the reviews left by the customer for each item in the
form of a star with the rating and the number of reviews. When clicking on the star, the
administrator and the waiter can see all the reviews, which will help adjust the menu
according to the customer's preferences.

Click&Eat HO% Analytics Accounts Managementv Logout
Category ANV
Menu item Menu item Menu item Menu item
® ® ® ®
Category ANV
Menu item Menu item Menu item
Eano 1O ®©

Figure 6 - Administrator / Waiter Home Screen

Source: Ana Griga, 2021
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4.3 Administrator / Waiter Analytics Screen

On this page, the administrator and the waiter can see the weekly, monthly and yearly
sales by items, category and price, and they will have the option to print the sales

statements in a pdf format.

Click&Eat Home Anal\y%ics Accounts Managementv Logout
- Bt
Sales Today’s sales v
Last 7 day’s sales
Last 30 day’s sales
This year’s sales
Item Category Total Status
Menu ltem Category 22 Paid
Menu ltem Category 12 Paid
Menu ltem Category 20 Paid
Menu Item Category 30 Paid
Total Sales 84

Figure 7 - Administrator / Waiter Analytics Screen
Source: Ana Griga, 2021
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4.4 Administrator Accounts Screens

The Accounts page shows all the waiters accounts created by the administrator with
their name, username, phone number and email. The administrator has the option to
delete any account or to create a new account.

Click&Eat Home Analytics Accounts Management™ Logout

Add New Account

Waiter Accounts

Name: name Name: name
Username: username Username: username
Phone: phone number Phone: phone number
Email: email address Email: email address

Figure 8.1 - Administrator Accounts Screen
Source: Ana Griga, 2021

4.4.1 Administrator Create Account Screen

To create a new account, the administrator will be presented with the following form:

Click&Eat Home Analytics Accounts Managementy Logout
RS
‘ Username ‘ ‘ Phone no. ‘
‘ First Name ‘ ‘ ‘
‘ Password ‘ ‘ Confirm Password ‘

‘ Email Address ‘

‘ Register Waiter ‘

Figure 8.2 - Administrator Create Accounts Screen
Source: Ana Griga, 2021
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4.5 Administrator Management Dropdown Menu

In the Management dropdown menu, the administrator is presented with three options,
Menu Category, Menu ltem and Order, shown below.

Click&Eat Home Analytics Accounts Management\%Logout
TN

Menu Category
Menu ltem
Orders

Figure 9 - Administrator Management Dropdown Menu
Source: Ana Griga, 2021

4.5.1 Menu Category Screen

The menu category screen will show the existing categories with a button for edit and a
button for delete, and an option to create a new category.

Click&Eat Home Analytics Accounts Management™ Logout
Categories Create New Catg\éory
Category | Edit N Delete |

Category | Edit N Delete |

Category | Edit | | Delete |

Category | Edit N Delete |

Category | Edit N Delete |

Figure 10 - Administrator Menu Category Screen
Source: Ana Griga, 2021
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4.5.2 Delete Menu Category

If the administrator wishes to delete an existing menu category, they will be presented
with the following confirmation form.

Click&Eat Home Analytics Accounts Management™ Logout

- A

@ Are you sure you want to delete this category?

Category Name : Category

T ] [ ]

- /

Figure 11 - Administrator Delete Menu Category Screen
Source: Ana Griga, 2021

4.5.3 Create New Menu Category Screen

To create a new menu category, the administrator will be presented with the following
form.

Click&Eat Home Analytics Accounts Managementv Logout
[ Category Name J
[ Save Category J

Figure 12 - Create New Menu Category Screen
Source: Ana Griga, 2021
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4.5.4 Menu Item Screen

On this page, the administrator is able to see, edit and delete the existing menu items

and can add new menu items.

Click&Eat Home Analytics Accounts Managementy Logout
Menu Items Add menu item
Menu Item Menu ltem Menu Item Menu ltem
— —_— — —
Name Name Name Name
Price Price Price Price A
Availability Availability Availability ilability Edit
Category Category Category Category Delete
Deseription Description Description Description
Allergens Allergens Allergens Allergens

Figure 13 - Menu Item Screen
Source: Ana Griga, 2021

4.5.5 Add Menu Item Screen

When the administrator wishes to create a new menu item, they will be presented with

the following form.

Click&Eat Home Analytics Accounts ManagementV Logout
‘ Name
Description
‘ Price
Upload Image
“ Not Available | | Available | ‘
‘ Allergens ‘
‘ Select Category ‘
‘ Save Menu Item ‘

Figure 14 - Create New Menu Item Screen
Source: Ana Griga, 2021
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4.5.6 Delete Menu Iltem Screen

At deletion of any menu item, the administrator will be presented with the following

confirmation form.

Click&Eat

Home Analytics Accounts Management Logout

@ Are you sure you want to delete this menu item?

Menu ltem
[ —

5

Name

Price
Availability
Category
Description
Allergens

Yes No

Figure 15 - Delete Menu Iltem Screen
Source: Ana Griga, 2021
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4.5.7 Administrator / Waiter Orders Screen

On this page, the administrator and the waiter can see all the current orders with
information like table number, special instructions, payment status, and all the items
ordered. Here, the administrator and the waiter can mark the order as served as soon
as the order is filled.

Click&Eat Home Analytics Accounts Management Logout

Current Orders Mark as served

Table: 2
Instructions: A plate to share
Status: Paid

Menu item Menu item
Quantity: 1 Quantity: 1
Instructions: no garlic Instructions:

Table: 10

Instructions: Mark as served
Status:

Menu item
Quantity: 3
Instructions:

Figure 16 - Administrator / Waiter Orders Screen
Source: Ana Griga, 2021

4.6 Waiter Navigation Bar

The waiter will only have permission to view the home screen with the menu items
information, the analytics page, the orders, and log out, as seen in the Figure below.

Click&Eat Home Analytics Orders Logout

Figure 17 - Waiter Navigation Bar
Source: Ana Griga, 2021
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4.7 Log Out Screen

The logout screen will appear to all users every time they leave the system, and it will
be presented as a message on the screen saying they will be logged out.

Click&Eat

Home

Register

Signin

My Orders (D

We are signing you out

Figure 18 - Logout Screen
Source: Ana Griga, 2021

26



4.7 Customer Menu Screen

This is the first page the customer will be presented with after scanning the QR code
available at the table. The customer will see all the menu items arranged under
categories that can be open and closed using a caret up and down style.

Each menu item contains all the information the customer needs to create and order.
To create an order, the customer will click on the Select Item option, which will add the
item to the order. The progress of adding the items to the order will be shown to the
customer on top of the page in a bar that indicates the number of the items ordered
and a message to View the order. The menu items also include the reviews left by other
customers. The customer module of the application will be used primarily on mobile
devices, so the screens will also be presented as seen on mobile phones.

Click&Eat Home Register Signin My Orders (1) v
ﬁ-@) View your order
Category AN
Menu item Menu item Menu item Menu item
@ @ @) @)
| Select Item |l Select Item | | Select Item | Select ltem |
Category AN
Menu item Menu item Menu item Menu item
0 @ @ @
| Select Item |l Select Item | Select ltem | Select Item |

Figure 19 - Customer Menu Screen Desktop

Source: Ana Griga, 2021
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Figure 14 belows shows the customer menu and the navigation dropdown menu on a
mobile phone.

Click&Eat

Home

Register

Signin

My Orders ()

A®

up View your order

Category

Menu item Menu item

1) x 1®

Select Item Select Item

Figure 20 - Customer Menu Screen Mobile Device
Source: Ana Griga, 2021

4.8 Customer Your Order Screen

After the customer selects the item they wish to order, they can view the order by
clicking on either My Orders on the navigation bar's top corner or View your order
below the navigation bar. Clicking on any of these options, the customer will be

28



presented with the Your Order page on which they can see all the items in the order,
the total they need to pay, the option to add instructions per item or special
instructions per order. They can also change or delete the quantity of any item ordered.
When satisfied with the order, they can check out or place the order and pay for it later
if they want to order more.

Click&Eat E My Orders 2) v

Your Order

Name: Menu ltem
Price: menu Item * quantity = total
Category: category

s
1

Quantity: 2

Instruction

Total

Special instructions

Proceed to checkout

Place order and pay later

Figure 21 - Customer Your Order Screen Mobile Device
Source: Ana Griga, 2021
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4.9 Customer Checkout Screen

At checkout, the customer is presented with a form where they enter all the payment
information as seen in Figure 16 below.

Click&Eat E My Orders 2) v

Checkout

Total Amount

total

Cardholder Name

Name as it appears on the card
Card Number

Cvv

Expiration Date

Postal Code

Pay and Place the order

Figure 22 - Customer Checkout Screen Mobile Device
Source: Ana Griga, 2021
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4.10 Customer Current Orders Screen

After successful checkout, the customer will be redirected to the order history and
presented with the Current Orders page. This page can also be accessed by clicking
on My Orders dropdown menu in the navigation bar, which will open two option
Selected Items and Previous Orders. The Previous Orders will show the customers their
orders, as seen below.

Click&Eat — My Orders 2) Vv

Current Orders

Table: 2
Instructions: A plate to share
Status: Paid

Menu item Menu item
Quantity: 1 Quantity: 1
Instructions: no garlic Instructions:

Figure 23 - Customer Orders Screen Mobile Device
Source: Ana Griga, 2021
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4.11 Customer Place Order and Pay Later Screen

This option will send the customer to the current orders where they have the possibility
to add more items, showing the status of the order as unpaid and an option to pay
whenever they are ready.

Click&Eat E My Orders (2) v

Current Orders

Table: 2 Add

Instructions: A plate to share| More
Status: Unpaid ltems

Menu item Menu item
Quantity: 1 Quantity: 1
Instructions: no garlic Instructions:

Figure 24 - Customer Place Order and Pay Later Screen Mobile Device
Source: Ana Griga, 2021
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4.12 Customer Menu Item Feedback Screen

After the order is marked as served by the administrator or waiter, the customer is
presented in the order history with all the items of their order and the option to leave

feedback for any of them.

Click&Eat E My Orders 2) v

Current Orders

Table: 2
Instructions: A plate to share Served
Status: Paid

Menu item Menu item
Quantity: 1 Quantity: 1
Instructions: no garlic Instructions:

Give Feedback Give Feedback

Figure 25 - Customer Order Feedback Screen Mobile Device
Source: Ana Griga, 2021
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4.13 Customer Your Feedback Screen

Clicking on the Give Feedback option seen above, the customer will be presented with
a pop up that contains a form that allows them to rate the menu item, enter their name,
write and submit their feedback.

Click&Eat E My Orders 2) v

Served Orders

Your Feedback

Rate it:

%k %k 3k %k *k

Your name

Your feedback

Submit Feedback

Figure 26 - Customer Feedback Screen Mobile Device
Source: Ana Griga, 2021

4.14 Sign In or Create Account Screen

After submitting feedback for any items in their order, the customer can sign in or
create an account for future visits at the end of their meal. This is presented as a
pop-up box shown in the Figure below. Having an account will allow the customers to
get information about events in the restaurant, special offers, or discounts. Also, the
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administrator, gathering as many customers as possible, will have the possibility to
promote their restaurant by informing them of upcoming events, offers or giving
discounts to the regular customers, which will return with more enthusiasm.

The customer module has the option to register or sign-in on the navigation bar also.
The sign in and registration for customers is only an optional feature. They can avail of
all the functionality of the application even if they do not have an account.

Click&Eat

Home

Register

Signin

My Orders (DV

Sign In

OR

Create an account

Figure 27 - Customer Sign In or Create Account Screen Mobile Device
Source: Ana Griga, 2021
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4.15 Customer Sign In and Create Account Screen

As mentioned above in the document, all users will have the same login screen and the
same registration screen form.

4 N

[ Username J

[ Password J

| ),

Figure 28 - Customer Sign In Screen Mobile Device
Source: Ana Griga, 2021

Click&Eat — My Orders @) Vv

Username

First Name

Password Confirm Password

Email Address

Figure 29 - Customer Create Account Screen Mobile Device
Source: Ana Griga, 2021
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4.17 Customer, Administrator, Waiter View Feedback Screen

All users can see any menu item feedback by clicking on the star displayed on each of
the menu items. This will open a pop up shown below, which contains the stars, the
feedback, the name of the reviewer and the date the feedback was submitted.

Click&Eat Home Analytics Accounts Managementyv Logout

Reviews

%k 3k 3k %k 3k

Good
- Ana, March 30, 2021

%k %k %k %k 3k

Excellent
- lca, March 23, 2021

Figure 30 - Users View Feedback Screen Mobile Device
Source: Ana Griga, 2021
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5. System Flowchart

5.1 Customer Module Flowchart

Add items to Order

Proceed to

View Order P
Add More Items ayment

Order and Pay
Later

Give menu item
feedback

Figure 31 - Customer Module Flowchart
Source: Ana Griga, 2021
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5.2 Waiter Module Flowchart

Yes

Mo
View Homepage View order LD

Yes YES Yes

Y

) View ltems Mark order as
Print sales report feedback yes served
Yes

L) - yes

Yes - Logout - ves
- - g

Figure 32 - Waiter Module Flowchart
Source: Ana Griga, 2021
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5.3 Administrator Module Flowchart

NGM

fes

l | | }

CRUD Waiter

Account View Analytics View Homepage View order CRUD Category CRUD Menu Item
| |
Yes s Yes
Y

View ltems
feedback

Mark order as

Print sales report served

Yas
yes l - Yes
o5 Logout o —
Yes e - = — s Yes

Figure 33 - Administrator Module Flowchart
Source: Ana Griga, 2021
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6. System Sequence Diagrams

In the Specification document, there are presented the primary use cases for Click &
Eat Application. Below will be created the system sequence diagrams, which shows
the events that the actors generate, the order of events and the interaction with the
system for the features represented by each use case scenario.

6.1 Customer Module Use Cases

Click & Eat ‘

Customer Module

5
S

Customer Create Account

Payment Service

Pay

Send Feedback

Figure 34 - Customer Module Use Cases
Source: Ana Griga, 2021
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6.1.1 Order System Sequence Diagram

:MenuCardBody

getMenultems()
selectitem(menultem)

Alternative J getReviews(menultedld)

-

Figure 35 - Order System Sequence Diagram
Source: Ana Griga, 2021
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6.1.2 Pay System Sequence Diagram

:MenuCardBody Selecteditem/Order

A\

selectitem(menultem
getMenultems() (menultem)

proceedToCheckOut(}

Alternative ) changeQuantity(qgty)

getReviews(menulted!d) setinstruction(instruction)

A
\)

removeltem(key)

payl ater()

A\

Figure 36 - Pay System Sequence Diagram
Source: Ana Griga, 2021
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6.1.3 Create Account System Sequence Diagram

:UserService

SignU,
gnUp0 handle Submit()

\J

postUser(user)

\J

Figure 37 - Create Account System Sequence Diagram
Source: Ana Griga, 2021
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6.1.4 Send Feedback System Sequence Diagram

:OrderHistory :CreateReview ‘ReviewService

n gl reviewltem(orderitem,
reviewltem(orderltem) ( ) -

toggleModal()

postReview(itemReview)

Figure 38 - Send Feedback System Sequence Diagram
Source: Ana Griga, 2021
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6.2 Administrator Module Use Cases

Click & Eat ‘

Restaurant Module

CRUD Account

Waiter

Administrator

View Payment
View Feedback

Figure 39 - Administrator Module Use Cases
Source: Ana Griga, 2021

Payment Service

46



6.2.1 CRUD Account System Sequence Diagram

:CreateWaiter :WaiterService

CRUDWaiter() -
handle Submit()

\J

PostWaiter(user)

Y

Figure 40 - CRUD Account System Sequence Diagram
Source: Ana Griga, 2021
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6.2.2 Login System Sequence Diagram

ngnfno > vaﬁdateo

handleSubmit() verifyUser(user)

Figure 41 - Login System Sequence Diagram
Source: Ana Griga, 2021
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6.2.3 View Order System Sequence Diagram

getOrders() getOrders()

Y

getOrders()

:OrderService

Figure 42 - View Order System Sequence Diagram
Source: Ana Griga, 2021
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6.2.4 CRUD Menu System Sequence Diagram

“CreateMenultem :EditMenultem ‘Menultem :MenuitemService

handle Submit()

_—
CreateMenultem()

\J

insertMenultem(menultem)

Alternatives
EditMenultem()

handleSubmit()

. -

updateMenultem(menuitem)
A~

[
\
>

DeleteMenultem()

handleSubmit()
T~

e -

deleteMenultem(menu.menultemld)

Figure 43 - CRUD Menu System Sequence Diagram
Source: Ana Griga, 2021
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6.2.5 View Feedback System Sequence Diagram

‘ReviewService

getReviews(menultemid)
e

-
getReviews(menultemld)

getReviewsByMenultem(menultemld)
.

Figure 44 - View Feedback System Sequence Diagram
Source: Ana Griga, 2021
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6.2.6 View Payment System Sequence Diagram

:PaymentService

getOrders() > displayStatus()

getPayment()

Figure 45 - View Payment System Sequence Diagram
Source: Ana Griga, 2021
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6.2.7 View Customer System Sequence Diagram

:CustomerService

:Customer

getCustomer() getCustomer()

\J

getCustomer()

Y

Figure 46 - View Payment System Sequence Diagram
Source: Ana Griga, 2021
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7. Database Schema

To store the data, Click & Eat application’s API server uses an SQL database. The
following Figure shows the design that represents the storage of the data in the SQL
database. The relationship the data forms led to the construction of this database
schema. This schema describes the organization of the data and also the relationship

between the tables presented in the database.

orders (dbo)

menuCategories (dbo)

?  Categonyk

Figure 47 - Database Schema

Source: MSSMS, 2021
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The authentication and authorization database tables.

AspNetRoles (dbo)
T d
Mame
MNormalced Name

ConcurrencyStamp

AspNetUserRoles (dbo)
# Userid

7 Robsd

]

&

AspNetRoleClaims (dbo)
Rolekd
Claim Type

Claimishue

AspMetUserlogins (dbo)
T LoginProvider
T ProviderKey

ProviderDisplayhame

b
:. rethisme

Lasthame
Userhiame

MNormailized U seriame

onfirmed

AspNetUserClaims (dbo)

Userid
ClsimType

Claimvabue

AspNetUserTokens (dbo)
#  Userd
LoginProvider

Mamie

wakie

Source: MSSMS, 2021

Figure 48 - Database Authentication and Authorization Tables

Click & Eat application is a web API application that is secure through authentication
and authorization using JWT. The API needs to be protected so that only specific users
can use that API. To achieve this, the application will make sure that only authenticated
users can access a specific API.
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The application needs to find out who the user is, and then it needs to find out if that
user is allowed to use the application or access a resource, an API.

This modern authentication and authorization do not do the authentication itself. It
contracts that out to the identity provider, in this case, Microsoft Identity.

The application will first request an ID token from Microsoft Identity to authenticate the
user, and then it will request an access token to get authorization to call a protected
API on behalf of that user. In the first place, it will authenticate the user, which means
finding out who the user is and in the second place gets authorization which means
getting permission to call that protected API.

The tables seen above were generated using database migration for Asp Net Core
Identity.

Seven tables that start with the AspNet prefix are the Asp Net Core Identity tables that
hold users, claims, roles, logins and user tokens and which are explained as follow:

e AspNetRoleClaims table holds claims assigned to a specific role
e AspNetRoles table holds a list of roles that can be assigned to a user

e AspNetUserRoles is a many to many relationship table that connects users with
assigned roles

e AspNetUserLogins is connecting external users to local users. The users
presented in the AspNetUsers table are local users. If a user wants to login in
with a Google, Facebook account, this table holds the link, so once the user is
linked, they do not need to go through the linking process again

e AspNetUsers table is holding the users with all their information like username,
email, password

e AspNetUserTokens table is holding the external authentication tokens

e AspNetUserClaims is holding the claims assigned to a user. A claim differs from
a role as it is a key-value pair, and it represents an optional property assigned to
a user (deblokt, 2019)
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8. Class Diagram

8.1 Visual Studio Generated Class Diagram

The Figure below shows the controller classes with properties and methods. All
controllers inherit the ControllerBase Abstract Class.

ItemReviewsController
Class
=+ ControllerBase

4 Fields
@, _context
4 Methods
DeleteltemReview
GetltemReview
GetltemReviews
GetltemReviewsByMenultem
o NemReviewExists
ItemReviewsController
PostitemReview

PutitemReview

BraintreeController A
Class
+ ControllerBase

4 Fields
95 configuration
@, gateway
4 Methods
BraintreeController
GetClientToken

Transaction

ollerBase

AuthenticationController  #
Class
=+ ControllerBase

4 Fields

&, _configuration

. roleManager
% userManager
4 Methods

AuthenticationController
DeletelUser
Getlsers
GetWaiters
Lagin
Register
RegisterAdmin
RegisterWaiter

PaymentsController
Class
= ControllerBase

4 Fields
Oﬁ context
4 Methods
DeletePayment
GetPayment (+ 1 overload)
GetPaymentByPeriod
D, PaymentExists
PaymentsController
PostDuePayment
PostPayment
PutPayment

MenultemsController
Class
=+ ControllerBaze

4 Fields
@, _context

4 Methods
DeletefMenultem
GetMenultem
Getmenultems
Menultem Exists
MenultemsController
PosthMenultem
PostUploadasync
PutMenultem

OrderitemsController %
Class
+ ControllerBase

4 Fields
i'i'_' context

4 Methods
DeleteOrderltem
GetOrderltem
GetOrderltems
OrderltemExists
OrderltemsController
PostOrderltem
PutOrderltem

MenuCategoriesController
Class
=+ ControllerBase

4 Fields

@, _context

4 Methods
DeletebMenuCategory
GetmenuCategories
GetMenuCategory
MenuCategoriesCentroller
MenuCategoryExists
FosthMenuCategory
PutMenuCategory

OrdersController
Class
=+ ControllerBase

4 Fields
@, _context
4 Methods
7 DeleteOrder
& GetOrder
Getorders
GetordersBylds
@5 OrderExists
QrdersController
PostOrder
PutOrder

PutOrderToAdditem

Figure 49 - Controllers Class Diagram
Source: Visual Studio, 2021

Figure 50 shows the Model classes which represent the tables where the data will be
saved. All models inherit from the Migration Abstract Class.
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Startip L Program
Class Class Class

4 Migeation
4 Properties a Methods

4 Msthods
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s+ Down
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Configure . Up
ConfigureServices
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=]
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Equals [+ | oweroad
GetHashCode
GatType
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MenuCategory ’ TransactionData A Response LoginModel Order
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& meruinems & Comelation_id & tive & Username Crrclarid
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Regemirationodel A A Orderltem
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+ Properiies 5 - cperiies

Email Cammant

Firstname CreatedAt IsRevieveed

Lastname

&

¥4 CarcMumioer I @nuitem
& Pawaord

*

p

ItsmAmmcunt
Phore Orcderitemid
Username Rate
L

o
}u
]
F
F Menultemid
*
#
7
¥

e St

Trrehrrererrere ¥

Orderitems

Brice

Tererrerererereree Y

ReviewCouwnt

Figure 50 - Models Class Diagram
Source: Visual Studio, 2021



8.2 UMLet Class Diagram

ApplicationUser

public string FirstName
publicstring LastName

UserRole
pubiic const sting User

pubiic const sting Admin
pubiic const string Waiter

Registrationodel
public string Username
public string Firstname
public string Lastname
publc string Password
public string Phone

public string Email

LoginModel

public string Username
public string Password

AuthenticationController

private readonly UserManager<ApplicationUser> userManager
>

private readonly R yRole

public Register(RegistrationModel user)
public RegisterWaiter(RegistrationModel user)
public Login(LoginModel ser)

public RegisterAdmin(RegistrationModel user)
public GetUsers()

public GetWaiters()

public DeleteUser(string username)

ClickEatContext

public <Order> orders

public <Menultem> meultems
public <Payment> Payment

TransacfionData

Payment

Order

public string Nonce
public decimal Amount

public string Correlation_id

public int Paymentid
public string CardHolderhame
public double Amount

public string CardNumber
public string ExpireDate

publicint Orderld
public double Total

public <Orderitem> Orderltems

public <MenuCategory> menuCategories

public <ltemReview> ltemReview

The diagram below was created using UMLet tool and shows more in depth all the
variables and the methods for each class as well as the connection between them.

public ClickEatContext()

protected override OnModelCreating

Menuitem

ItemReview

Orderitem

public string Instruction -

public string CW

public DateTime CreatedAt
publicint Orderld
public virtual Order order

BraintreeController

public string Correlation_id
public string Nonce
public decimal Amount

public BraintreeController()
pubiic GetClientToken()

public TTransaction(TransactionData data)

public string 1
public string Status
pubic <Orderitem> Orderitems

public nt Orderitemid

public int ltemAmount

public double price

public string Orderitemstatus
public bool IsReviewed

public string Instruction

pubiic int Menultemid

public virtual Menultem Menultem
public virtual Order Order

OrdersController

publicint Orderld
Total

PaymentsGontroler

publicint Paymentid
public siring CardHolderName

public double Amount
public string CardNumber
public string ExpireDate
public string CVV/

public DateTime CreatedAt
publicint Orderld

public virtual Order order

pubiic PaymentsControler()
public GetPayment()

public GetPayment(nt id)

public PutPayment(int id, Payment payment)
public PostPayment(Payment payment)
public PostDueP aymeni(Payment payment)
public DeletePayment(nt id)

private bool PaymentExists(int id)

public string Instruction
public string Tableldentity
public string Status

pubic <Orderitem> Orderitems

OrderitemGontroller

OrdersController()
public DeleteOrder(int id)

public GetOrder(nt id)

public GetOrdersByld(int id)

bool OrderExists(int id)

public Postorder(Order order)

public PutOrder(int id, Order order)

public PutOrderToAddtem(int id, Order order)

publicint Orderitemid

public nt ltemAmount

public double price

public string Orderitemstatus
public bool IsReviewed

public string Instruction

pubiic int Menultemid

public virtual Menultem Menultem
public virtual Order Order

public OrderitemsController()
public GetOrderltems()
public GetOrderltem(int id)

public int Menultemid
public string Name

public string Description
public double Price

public double AvgRate
public int ReviewCount

public string ImgPath

public bool Availabilty

public string Allergens
public int Categoryld
MenuCategory MenuCategory
<Orderitem> Orderitems
<ltemReview> ltemReviews

public int Reviewid
public float Rate

public string Comment

public string Reviewer

public int Orderitemid

public Date Time CreatedAt
public int Menultemid

public virtual Menultem Menuitem

MenuCategory
pubic int Categoryld
public string Name
menuttems

ItemReviewsController

MenultemsController

public int Menultemid
public string Name

public string Description
public double Price

public double AvgRate

public int ReviewCount

public string ImgPath

public bool Availabilty

public string Allergens
public int Categoryld
MenuCategory MenuCategory
<Orderltem> Orderltems

public PutOrderitem(int id, Orderitem orderitem)
)

public PostOrderitem(Of
public DeleteOrderitem(int id)

publicint Reviewld
public fioat Rate

public string Comment

public string Reviewer

public int Orderitemid

public DateTime CreatedAt
public int Menultemid

public virtual Menultem Menultem

MenuCategoriesController

pubic int Categoryld
public string Name
<Menultem> menuttems

public ltemReviewsControler()
public GetltemReviews()

public MenuCategoriesController()
public GetmenuCategories()
public GethenuCategory(int id)

ategory(int id, MenuCategory menuCategory|
public PostMenuCategory(MenuCategory menuCategory)

public witem(int public Puthi

public GetitemReview(nt id)

public PutitemRe It id, ItemReview itemR public DeleteMenuCategory(int id)
plic Postit ltemReview itemR private bool MenuC:

yExiss(int id)

p
public DeleteltemReviewint ic)
private bool ItemReviewExists(int id)

publicMenultemsController()

public bool O id)

public
public GetMenultem(int id)

public PuthMenultem(int id, Menultern menuitem)
public Posthenuttem(Menuitem menultem)

public DeleteMenuitemy(int i

public PostploadAsync(IFormFite fie)

private bool MenultemExists(int id)

Figure 51 - UMLet Class Diagram
Source: Ana Griga, 2021
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9. Conclusion

This document outlined the programmatic structure through the use of UML diagrams
of the proposed platform. Wireframes were shown to showcase the layout and the
functionality of the application. The database schema was also described. The
flowcharts for all the features have been included.
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